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Using a Digital Certificate in Microsoft®

Outlook 2010 or Later to Digitally Sign
and Encrypt Emails

If you have a digital certificate, you can use it to digitally sign and encrypt emails. IdenTrust digital
certificates that can be used for this application include:

= DoD ECA certificates

® |denTrust TrustID® certificates

® |denTrust Global Common (IGC) certificates

m GSA ACES certificates (which can only be used to digitally sign emails)

When you are using Microsoft Outlook 2010 or later as your email client, you will need to first
configure Outlook to use your digital certificate. This document includes instructions on how to:

® |nstall a digital certificate into Microsoft Outlook.
m Use a digital certificate once installed to digitally sign and encrypt email.
These instructions assume that:
®m The certificate is already installed into Windows (Internet Explorer) on the same computer.

= You have Outlook 2010 or later; the certificate installation process differs slightly for Outlook
2003 and Outlook 2007.

Now let’s get started!
1. First you must have your digital certificate installed on your computer.

2. Once you have your digital certificate installed, you should open Outlook.
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3. Once Outlook is opened, click on the “File” tab in the top left corner of the page.
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4, On the left-hand set of options, click on the “Options” button.
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5. A window entitled “Outlook Options” will appear. On the left-hand pane, click on
the “Trust Center” button at the bottom of the list.
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6. The right side of the window will change. Click on the “Trust Center Settings”
button on the right-hand side.
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7. A window named “Trust Center” will appear. On the left-hand side, you will see selectable
options. Click on the “Email Security” option on the left-hand pane.
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Trusted Publishers You can control whether Outlook automatically downloads and displays pictures when you open an HTML e-mail
message.

DEP Settings
4 Blocking pictures in e-mail messages can help protect your privacy. Pictures in HTML e-mail can require Outlook to
= b download the pictures from a server, Communicating to an external server in this way can verify to the sender that your
e-mail address is valid, passibly making you the target of mare junk mailings.

£l SenEly Don't download pictures automatically in HTMIL e-mail messages or RSS items

Permit downloads in e-mail messages from senders and to recipients defined in the 3afe Senders and Safe
Recipients Lists used by the Junk E-mail filter

Permit downloads from Web sites in this security zone: Trusted Zone

Permit downloads in RSS items

Automatic Download

Macro Settings

Permit downloads in SharePoint Discussion Boards

Fipgrammaticecess Warn me before downloading content when editing, forwarding, or replying to e-mail

8. Upon clicking on the “Email Security” button in the left-hand pane, you will see a drop
down field next to “Default Setting”. Click on the “Settings” button next to this field.
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0. A new window will appear named “Change Security Settings”. In this window, you will
see two “Choose” buttons on the right-hand side under the “Certificates and Algorithms”
section.

(Changeﬂecur'rty Settings | 3
Security Setting Preferences

Security Settings Mame:

Cryptography Format: | 5/MIME

[7] Default Security Setting for this cryptographic message format

Default Security Setting for all cryptographic messages

[ Security Labels. .. ] [ Mew ] Delete Password. ..

Certificates and Algorithms
Signing Certificate:
Hash &lgorithm:

Encryption Certificate: | ]

Encryyption Algorithm: ¥

Send these certificates with signed messages

* Choose “Signing Certificate”. First you will choose the “Signing Certificate”. This is the
certificate that you will use to digitally sign emails that you send out. The email in the
certificate that you have installed on your computer must match the email address that you
are using to sign. This certificate must also be valid.

1. In the “Certificates and Algorithms” section of the “Change Security Settings”
window, you should see the heading “Signing Certificate”. Click on the “Choose”
button directly to the right of this heading.

(ChangeSecur'rty Settings

g

Security Setting Preferences
Security Settings Mame:

Cryptography Format: | 5/MIME

|| Default Security Setting for this cryptographic message format

Default Security Setting for all cryptographic messages

[ Security Labels... ] [ Mew ] Delete Password...

Certificates and Algorithms

Signing Certificate: ]

Hash algo

Encryption Certificate:

\_ Send these certificates with signed messages
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2. The “Windows Security” window will appear and ask you to “Confirm Certificate”.
Click “OK” to continue.

p
Windows Security L

Confirm Certificate
Confirm this certificate by clicking OK. If this is not the correct certificate,
click Cancel.

lohn Doe
Issuer: TrustlD CA AT2
Valid From: 10/18,/2017 to 10/18/2018

Click here to view certificate prope...

Please note that if you have more than one (1) digital certificate, you will be asked to choose
the “Digital Certificate” you would like to sign with from a list of certificates installed on
your computer. If you are unsure which certificate to choose, you can always highlight a
certificate and click on the “View Certificate” button to see the details for that certificate.
Simply choose the certificate you wish to use and follow the same instructions as provided

above.

¢ Next you will choose the “Encryption Certificate”. This is the certificate that other users
will use when attempting to encrypt an email to you. In typical use, you will use the same
digital certificate for both signing and encryption. (The exception is for Secure Email S/MIME
certificates which are only able to digitally sign emails.) You can still decrypt an email with
an expired certificate.

1. In the “Certificates and Algorithms” section of the “Change Security Settings”
window, you should see the heading “Encryption Certificate”. Click on the
“Choose” button directly to the right of this heading.

Change Security Settings £ |

Seourity Settng Preferences
Seaurity Settings Name:

Cryplography Format: |5 /MIME
Default Security Setting for this aryptographic message format

it Sequrity Setting for al ayplographic messages

Security Labels. .. j [ Hew |

Certificates and Algorithms
Sgring Certzate: | John Doe [ choosens |

/ SHAZ2EG
Encryption Certificate: I : D> choose... |

| Send these certificates with signed messages
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10.

2. The “Windows Security” window will appear and ask you to “Confirm
Certificate”. Click “OK” to continue.

p
Windows Security [£]

Confirm Certificate
Confirm this certificate by clicking QK. If this is not the correct certificate,
click Cancel,

lohn Doe
Issuer: TrustlD CA A12

Walid From: 10/18,/2017 to 10/18,/2018
Click here to view certificate prope...

" 0K !l Cancel

Please note that if you have more than one (1) digital certificate, you will be asked to
choose the “Digital Certificate” you would like to sign with from a list of certificates
installed on your computer. If you are unsure which certificate to choose, you can always
highlight a certificate and click on the “View Certificate” button to see the details for that
certificate. Simply choose the certificate you wish to use and follow the same instructions

as provided above.

When you return to the “Change Security Settings” window, you should see that the

certificate you have chosen has appeared greyed out in the “Encryption Certificate” field.
When you have finished selecting your “Digital Certificate”, you can press the “OK” button
at the bottom.
Change Security Settings 52 |
Sequrity Seting Preferences
Security Settings Mame:
Cryplography Format: |5 /MIME
Default Security Setting for this aryplographic message format
Faut Security Setting for &l crypiographic messages
Security Labeds. .. ! | New |

Certificates and Algorithms
Sagning Certificate: John Doe
SHAZ5E
Encryplion Certificate: | John Doe
AES (255-bit)
o | Send these cerbificates with signed messages

e Jre=

identrust.com




idenTrust (D

1. There are additional optional configurations available. When you return to the “Trust
Center” window, you can further configure Outlook 2010 with the way that it uses your
“Digital Certificate”.

Under the “Encrypted e-mail” heading, you should see four (4) check boxes. These check
boxes add various features when using Outlook 2010 or later and digital certificates.

1.  Encrypt contents and attachments for outgoing messages. This will try to encrypt
every outgoing message. In order to encrypt to a user, you must have a copy of their
public key/certificate in your address book.

2. Add digital signature to outgoing messages. This will digitally sign every outgoing
message using your digital certificate.

3. Send clear text signed message when sending signed message. This sends a digitally
sighed message to a recipient who does not use S/MIME.

4. Request S/MIME receipt for all S/MIME sighed messages. This will request
confirmation that a message was received unaltered. Outlook will automatically do this.

Trust Center P =
Trusted Publish
Tusted Publishers R
DEP Settings
q_ [] Encrypt contents and attachments for outgaing messages
Privacy Options [C] Agd digital signature to outgoing messages
E-mail Security ‘ [] Send clear text signed message when sending signed messages
. [] Request S/MIME receipt for all S/MIME signed messages
Attachment Handling efout beitingr | =)
Automatic Download
7
Macro Settings
] Digital IDs or Certificates are documents that allow you to prove your identity in electranic transactions.
Programmatic Access =
[ BubisntoGaL. | [ mporvesport... | [ Geta Digitaim
Read as Plain Text
[7] Read all standard mail in plain text
] Read all digitally signed mail in plain text
Script in Folders
[C] Allow seript in shared folders
[] Allow seript in Public Folders
N
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Digitally Sign and Encrypt E-Mail
Once you have followed this guide and selected a certificate for both the “Signing Certificate” and
the “Encryption Certificate” headings, you will be able to use them while composing an email.

1. When you have an email open, click on the “Options” tab at the top of the email.
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2. In the “Permission” section, directly below the top tabs, you should see two (2) buttons
named “Encrypt” and “Sign”.
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3. Click on the “Sign” button to depress it to digitally sign this email.
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4, Click on the “Encrypt” button to depress it to encrypt this email. (Please note you must
have the recipient’s public key in order to encrypt an email.)
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5. Click on both buttons, “Sign” and “Encrypt”, to digitally sign and encrypt the message.
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6. After you have finished typing the new email or preparing a reply or forward, press the
“Send” button.
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